Page 1



F3GPP SA WG3 Meeting #92
S3-182381
20-24 August, 2018, Dalian, CN








	CR-Form-v11.2

	CHANGE REQUEST

	

	
	33.501
	CR
	0317
	rev
	-
	Current version:
	15.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X


Ken validation and scope
	

	Title:

	Removal of MAC based OAuth2.0 token verification

	
	

	Source to WG:
	Ericsson

	Source to TSG:
	SA3

	
	

	Work item code:
	5GS_Ph1-SEC
	
	Date:
	2018-08-13

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	At the moment, both signature and MAC based verification of tokens is described. However, MAC based verification would create considerable overhead in key distribution between NRF and NF service producers. Instead, signature based verification is better suited for a virtualized and service-based environment.

	
	

	Summary of change:
	Remove MAC based token signing and validation

	
	

	Consequences if not approved:
	Unnecessary complexity in deployment as using MAC would require key sharing between NRF and NF service producers.

	
	

	Clauses affected:
	14.3.1.0

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


* * * First Change* * *

13.4
Authorization of NF service access

13.4.1
OAuth 2.0 based authorization of Network Function service access

13.4.1.0
General

The authorization framework uses the OAuth 2.0 framework as specified in [43]. Grants shall be of the type Client Credentials Grant, as described in clause 4.4. of [43]. Access tokens shall be JSON Web Tokens as described in [44] and are secured with digital signatures based on JSON Web Signature (JWS) as described in [45].

The authorization framework described in clause 13.4.1 is mandatory to support for NRF and NF.

13.4.1.1
Service access authorization within the PLMN

OAuth 2.0 roles, as defined in clause 1.1 of [43], are as follows:

a.
The Network Resource Function (NRF) shall be the OAuth 2.0 Authorization server.

b.
The NF service consumer shall be the OAuth 2.0 client.

c.
The NF service producer shall be the OAuth 2.0 resource server.

OAuth 2.0 client (NF service consumer) registration with the OAuth 2.0 authorization server (NRF)

The NF service registration procedure, as defined in clause 4.17.1 of TS 23.502 [8], shall be used to register the OAuth 2.0 client (NF service consumer) with the OAuth 2.0 Authorization server (NRF), as described in clause 2.0 of [43]. The client id, used during OAuth 2.0 registration, shall be the NF Instance Id of the NF.

Access token request before service access

The following procedure describes how the NF service consumer obtains an access token before service access.  
Pre-requisite:

a.
The NF Service consumer (OAuth2.0 client) is registered with the NRF (Authorization Server).

b.
The NF service producer has the NRF public key necessary for validation of tokens signed by the NRF.
c. The NRF and NF have mutually authenticated each other. 
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Figure 13.4.1.1-1: NF service consumer obtaining access token before NF service access

1. The NF service consumer requests an access token from the NRF in the same PLMN. The message includes the NF Instance Id of the NF service consumer, expected NF service name, NF types of the expected NF instance and NF consumer. 

2. If the NRF decides that NF service consumer can be authorized (based on the information sent by the NF service consumer in the access token request), the NRF shall generate an access token with appropriate claims included. The NRF shall digitally sign the generated access token based private key using JWS as described in [45].

The claims in the token shall include the NF Instance Id of NRF (issuer), NF Instance Id of the NF Service consumer (subject), NF Instance Id of the NF Service Producer (audience), authorized services (scope) and expiration time (expiration).

Editor’s Note: Additional claims in the token are FFS.

3. The token is included in the response sent to the NF service consumer.

Service access request based on token verification

The following figure and procedure describe how authorization is performed during Service request of the NF service consumer.



Figure 13.4.1.1-2: NF service consumer requesting service access with an access token

Pre-requisite: The NF service consumer is in possession of a valid access token before requesting service access from the NF Service producer.

1.
The NF Service consumer requests service from the NF service producer. The NF Service Consumer includes the access token. 

Editor’s Note: Additional parameters needed in step 1 are based on the included claims in the token and are FFS.

The NF Service consumer and NF service producer authenticate each other following clause 13.3.

2.
The NF Service producer verifies the token in one of the following ways:

-
Request the NRF to verify the token. The NRF verifies the token and responds back to the NF service producer.

-
 The NF Service producer verifies the integrity of the token by verifying the signature using NRF’s public key. If integrity check is successful, the NF Service producer verifies the claims in the token.

Editor’s Note: Details of verification of claims in the token are FFS.

3.
If the verification is successful, the NF Service producer executes the requested service and responds back to the NF Service consumer.

* * * End of Changes* * *
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